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Inspector
Enable Inspector i

Enable Inspector

Service permissions View role permissions

Switch to Inspector Classic [/}
When you enable Inspector, you grant Inspector permissions to discover, classify, and protect

sensitive data in AWS on your behalf and to generate findings about potential security issues.
This will enable Inspector for your account only.
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Inspector X Inspector » Dashboard
All
N Summary Q X
o Viewing data from all accounts
¥ Findings
By vulnerability
— Environment coverage Critical findings
Y Your accounts, instances, and repositories that are enabled with Inspector. All active critical findings in your environment.
By\containeri =a_:\?:_e
R4~ LB
Yy reposi Instances Repositories ECR container EC2 instance Network reachability
All findings 0 0
Suppression rules ’| O O /O 1 O O /O 1 4Critical 9 Critical OCritical
3 / 3 instances ECZ 10 / 10 repositories ECR 240 total findings 260 total findings 1 total finding
¥ Settings R "y
T H\=(,) S
Account management Risk based remediations BERENSMHE
General Vulnerabilities impacting the most instances and images.
Usage o
Package name Critical v All v
openssl 7 30
Video tutorials
libwebp 3 3
) ) shell-quote 2 4
Coatdole 40 e Tt ra
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Findings: By instance i
Sorted by instances with the most critical findings. H7TJ Y RIFERHB]EE
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By vulnerability ‘ By instance ‘ By container image ‘ By repository ‘ All findings WX

By instance (3)

‘ C ‘ ‘ Create suppression rule ‘
Choose a row to view the instance's details and associated findings.
‘? Add filter ‘
e <1 > @
MESSTEDIEN R RSN TND

EC2 instance Account Operating sy... Amazon mac... Open net... ¥ M Critical v H High v All v
@ i-072a14c43... 588439015833 AMAZON_LIN... ami-00f045a... 0 9 82 215
@ i-0a31841ds... 588439015833 -- ami-0218d08... 1 0 1 1
@ l i-00c4ccdesb... I 588439015833 AMAZON_LIN... ami-OabaaSh... 0 0 9 45
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| <G RROEYEN M5 IEDER

oose a row to view the finding details. All findings are related to this instance.

FAFC KD DIAFHNT]

I Active % Y7 | @ Resource ID EQUALS i-00c4cc4e3b10447a6 (®) | Add filter I

Severity v

High
High
High
High
High
High
High
High
High

Medium

Title

CVE-2021-39275 - httpd-tools, httpd

CVE-2021-40438 - httpd-tools, httpd I

CVE-2021-26691 - httpd-tools, httpd
CVE-2019-0217 - httpd-tools, httpd
CVE-2019-0211 - httpd-tools, httpd
CVE-2020-11984 - httpd-tools, httpd

CVE-2021-42013 - httpd-tools, httpd

CVE-2021-3796 - vim-enhanced, vim-minimal a...

CVE-2021-3778 - vim-enhanced, vim-minimal a...

CVE-2021-4002 - kernel, kernel-tools

Impacted resource

i-00c4ccd4e3b10447a6
i-00c4cc4e3b10447a6
i-00c4cc4e3b10447a6
i-00c4ccd4e3b10447a6
i-00c4ccde3b10447a6
i-00c4ccd4e3b10447a6
i-00c4cc4e3b10447a6
i-00c4ccd4e3b10447a6
i-00c4ccd4e3b10447a6

i-00cd4cc4e3b10447a6

Ly
BE

10 EBRIBEEFR—

X

|12345)|@

Type
Package Vulnerability
Package Vulnerability
Package Vulnerability
Package Vulnerability
Package Vulnerability
Package Vulnerability
Package Vulnerability
Package Vulnerability
Package Vulnerability

Package Vulnerability

BllZ=

N
Age
6 hours
6 hours
6 hours
6 hours
6 hours
6 hours
6 hours
7 hours

7 hours

7 hours
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Findings (45
9s | . ) - N - C CVE-2021-40438 - httpd-tools, httpd X
Choose a row to view the finding details. All findings are related to this instance.
Finding ID: arn:aws:inspector2:ap-northeast-
1:588439015833:finding/460fed80ad0f50fd7ca7bc87b11e962f
‘ Active ¥ ‘Y [ @ Resource ID EQUALS i-00c4ccd4e3b10447a6 ®| x ‘
<1 2 3 4 5 > & A Server-Side Request Forgery (SSRF) flaw was found in
mod_proxy of httpd. This flaw allows a remote, unauthenticated
. ol 4 attacker to make the httpd server forward requests to an
A M Title Impacted resource arbitrary server. The attacker could get, modify, or delete
W High CVE-2021-39275 - httpd-tools, httpd i_00c4ccde3b1044” resources on other services that may be behind a firewall and
' inaccessible otherwise. The impact of this flaw varies based on
B High CVE-2021-40438 - httpd-tools, httpd i-00cdccde3b1044 what services and resources are available on the httpd network.
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Red Hat has investigated whether a possible mitigation exists for this issue, and has not been able to

identify a practical example. Please update the affected package as soon as possible.
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Inspector X (® You are in a 15-day free trial of: EC2 scanning , ECR container scanning

To review free trial details, go to Usage.

Dashboard
Inspector Suppression rules
F Findings
By vulnerability Suppression rules i
By instance

A suppression rule allows you to hide findings that match specific filters.
By container image

By repository Suppression rules (0)

=]

All findings
I Suppression rules I Q ! @
Name v Created at v
F Settings

No suppression rules
Account management

No suppression rules to display.
General

Usage

FRIHL—) LD EEE
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Suppression rule details

Name EEELOW(EE)%B?&*@_%)L—)L

LOW Name : LOW

Description ()b_)bﬁﬁt®g$$\ 'EE%@Y?ﬁUTE(/\)
LOW Description : LOW

UL— LR LEDZIR. FEDOXFIITELY)

Suppression rule filters

Y | @ Severity: Low, Informational, Untriaged &) X SUppI‘ESSiO" rule filters : Severity : Low

Tags

No tags associated with the resource.

BEELDIMNIEBERL IREA TIEE R EE,
Add new tag R

- CVEE=

I\ -4

Cancel |m\| « X7 Etc:--

You can add up to 50 more tags.




FDHNE Stylér >

Finding

Choose a row to view the finding details. All findings are related to this instance.

Active v |7 | ® Resource ID EQUALS i-00c4ccde3b10447a6 @ | Add filter

Finding] (5g)| EEELOWLUFORRIGICLD, BRSO

Choose a row to view the finding details. All findings are related to this instance.

Active v Y ‘ @® Resource ID FQUALS i-00c4cc4e3b10447a6 () ‘ Add filter
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